YTBEPXIEHO
npuka3zom JJupexropa
00O "MKK KAHT'APUA"
Ne 18 ot «03» despans 2020 roga

Pexomenanuu nmo 3amure nHGOpMAUU OT BO3AeiiCTBHS IPOrPAMMHBIX KO/I0B,

NPUBOIAIIMX K HAPYIIEHHUIO IITATHOTO (PyHKIIMOHMPOBAHUS CPeCTBA

BbIYMCJIUTEILHON TEXHUKH, B LEJAX NPOTUBOACHCTBUA HE3aKOHHBIM
(puHaAHCOBBIM ONEpALUAM

[Ipn wucCmonb30BaHUM CUCTEM JHUCTAHIIMOHHOTO (DMHAHCOBOTO OOCTY)KHBAHUS U

HeC06J'IIOI[eHI/II/I peKOMCHHaHHﬁ, YKa3bIBAaCMbIX B IIpaBUJIaXx 0C30IMacHOCTH TaKHX

CUCTCEM, I ITIOJIB30BATCIIAA BO3MOXHBI PHCKHU IIOJYUYCHHA HCCAHKIMOHHMPOBAHHOI'O

nocryna (manee — HCJI) x 3amuniaemoil MH(pOpMaluu € UENbI0 OCYIIECTBICHUS
(UHAHCOBBIX OMNEpaluid JTUIaMH, HE O0JIaJalONIMMHU TPABOM HUX OCYIIECTBJICHHUS,
YTEUKHU NEPCOHAIbHBIX JAHHBIX U MHOM 3alUIaeMoi HH(popManuu.

B OeIxX MpeaAoTBpalmICHHUA BO3MOXXHBIX HCTATHUBHBIX HOCHCI{CTBI/Iﬁ BCJICOCTBUEC

peajin3aliii TaKUX pPUCKOB PCKOMCHAYCTC:

1.

He coobmiate mocTOpOHHUM JIWIIaM TIEPCOHATIBHBIE JaHHBIC WM HH(POPMAIIHIO
0 0aHKOBCKMX KapTax (cuerax) uepe3 cerb VIHTEpHET, JIOTMHBI W MapOiH
JIOCTYIIOB, UCTOPHIO OIEpaluii, TaKk KaK 3TU JaHHbIE MOTYT ObITh IEPEXBAYECHBI
3M0yMBIIUICHHUKAMH W WCIOJIb30BaHbl JUIsl MOJYyYEeHHUs OocTyna K Bameit
3aliaeMon nHhopMalum.

He 3amuceiBaTh JIOTMH U MapoJyib HA Oymare, MOHMTOpPE, KJIaBHAType U MHBIX
YCTPONCTBAX, C HCIOJH30BAHUEM KOTOPBIX OCYIIESCTBISIOTCS (DUHAHCOBBHIE
onepanuu.

He ucnonb3oBaTh (GyHKIMIO 3alIOMUHAHUS JIOTWUHA U Tapojs B Opay3epax s
UCIIOJIb3YEMBIX IIATEKHBIX CUCTEM.

He ncnonp30BaTh OJMHAKOBBIE JIOTMH M NApOJb I JTOCTyNa K Pa3IndHbIM
CHUCTEMAaM.

PerynsapHo npousBoauth cMeHy mnmaposeil. Mcnosb30BaTh CII0KHOCOCTABHBIE
Mapojii, KOTOpPhIE COJEPKAaT TPOMUCHBIE W CTPOYHBIE OYKBBI, a TaKxKe
CIIELIMAJIBHBIE CHUMBOJIBI, 1 HE COCTOSIT MCKJIFOYUTEIBHO M3 HMEH, HOMEPOB
Teae(OHOB U MaMATHBIX JIaT.



6. Ilo BO3MOXXHOCTH COBEpILIATH ONEPAIMU TOJIBKO CO CBOETO JIMYHOTO CPEACTBA
JIOCTyTa B LEJSAX COXpaHEeHUs] KOHPUISHINATbHOCTH MEPCOHATIBHBIX TaHHBIX U
WHOH 3aIuInaeMon HHGOpPMaIUH.

7. 3aBepmiath ceaHC pabOTBl € IUJIATEXKHBIMA CHCTEMaMH, HCIOJb3Ys
COOTBETCTBYIOIIUN IMMyHKT MEHIO (Harpumep, « BeIiTuy).

8. Ilpu BeIMOTHEHUU ONEpalii B IUIATEKHBIX CUCTEMAX C UCIIOIb30BAHUEM Uy KUX
KOMITBIOTEPOB WJIM UHBIX CPEJICTB IOCTYyIa HE COXPAHATh HA HUX IIEPCOHAJIbHBIE
JaHHBIE W JAPYryl0 HHQOpMAIMIO, a TOCIe 3aBEpIICHUS BCEX OMNeparuii
yOeIuThCsl, UTO MepCOHAIbHbIE JaHHbIE U ApyTas HH(pOpMalKs HE COXPaHUIUCh.

9. He mepenmaBath HHMKaKOW TIEPCOHAIBLHOM M WHOM KOH(MUICHIIMATHHOU
uHOpMAIIMK TIPU TMOJYYEHUHU MHCEM IO JJIEKTPOHHOM MOYTE OT SKOOBI
npeacTaBuTeNneil 0aHKOB M MHBIX (PMHAHCOBBIX OpraHU3aluii, €Cu MOydYeHue
TaKMX MHUCeM MHUIMUpoBaHo He Bamu. He mepexoauth Mo cChlIKaM B TaKHX
MUChMax, HE OTKPHIBATH BIIO)KCHHBIC MPUJIOKEHUS (Takue pPecypchl MOTYT
COJlep’KaTh BPEIOHOCHOE IMporpaMMHoOe oOecneueHue). He 3BoHUTH 1O
TenedoHaM, yKa3aHHBIM B TOJIOOHBIX MHChbMaxX, U HE OTBeYaTh Ha HUX. JlJis
CBSI3M UCIIOJIb30BaTh HOMEpa TeJIe(OHOB U FIEKTPOHHBIE a/ipeca, yKa3aHHbIe Ha
oUIIMATBHBIX CalTax BiIaACIbIeB (PMHAHCOBBIX CEPBUCOB.

10.ITpu peructpamnuu Ha CTOPOHHUX UHTEPHET-caliTaX BCErJa M3MEHSTh Mapo,
KOTOpbIE NpUX0a4T Bam no 31eKTpOHHOH HouTe.

11.He 3amyckaTb Ha CBOEM KOMIIBIOTEpE MPOrPAMMBbI, TMOJYYCHHBIC U3
HE3aCITy>KMBAIOLUX JOBEPUS HICTOUYHUKOB.

12.Vcnonb30BaTh aHTUBUPYCHOE IPOTPAMMHOE OOECIEYEHHE M MEKCETEBbIE
HKpaHBI.

13.PerynapHo  mpoW3BOAUTH  OOHOBJEHME  CHUCTEMHBIX M IPHUKIAIHBIX
MPOTPAMMHBIX CPEJICTB.

14.B cnyuyae oOHapy>KeHHUs MOI03PUTEIBHBIX ICUCTBHM, COBEPIICHHBIX OT Barero
umeHH B Cucteme, He3aMeIJIMTENBHO CMEHUTD JIOTHH U TIApOJIb U COOOIIUTH 00
uHIMAeHTe uHOopMmarmonHo Oe3omacHocTd B CiykOy TEXHUYECKOM
NOJAJIEP>KKU baHKa WM MJIaTeKHOTO CEpBUCA.

15.B cnydae oOHapyXeHHS HECAaHKIIMOHWPOBAHHBIX JICHCTBUN CO CpEACTBAMH,
HaXOJAIMMUCS Ha Bamux cuerax, yTpartsl (MMOTEPH, XUIICHUs) YCTPONCTBA, C
UCTOJ30BaHMUEM KOTOPOTO OCYIIECTBISUIUCH (DUHAHCOBBIE ONEpaIlUU, MOJATh
3asiBJICHHE Ha BPEMEHHOE OTKIIOUEHHWE OT IUIATEeKHOM CHUCTEMBI, TMOAaTh
3asiBJIEHHE O JaHHOM (paKTe€ B MPABOOXPAHUTEIbHBIE OpraHbl M MPEKPATUThH
UCIO0JIb30BaHUE (00ECTOYNThH) MEPCOHATBLHOTO KOMITBIOTEPA M MHBIX CPEJICTB
JIOCTYyTIA B IIEJISIX COXPAaHEHHUs JOKa3aTeIbHON 0a3bl.



